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Goal Provide More Information
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Goal Wifi-Reports
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Design Challenges
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Talk Overview

A Motivation
A Why use reports? A measurement study
A Wifi-Reports design

A Wifi-Reports evaluation



Would Reports be Useful?

Measurement Study

shinkatea @

A We built a Linux reporting client O PO | L 1S

I Measures bandwidth, latency, etc.
A We measured all APs visible from: S;é'tarbuél_@l o

I 13 hotspots in the tDistrict, Seattle, WA  Jounjin®

i 7 days at different times of day PN e tea:sﬂrcé"é‘ﬁ'&,
A Measurement procedure: trabant @

I Sit near center of hotspot P bookstore.

T Perform active measurements
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tcp download (Mbps) (mean +/- stddev)

There Is a Large Selection of APs

Bandwidth of commercial APs in Seattle (by location)
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tcp download (Mbps) (mean +/- stddev)

There Is a Variance In Performanct

Bandwidth of commercial APs in Seattle (by location)
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tcp download (Mbps) (mean +/- stddev)

Most APs are not Open or Free

Bandwidth of commercial APs in Seattle (by location)
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Measurement Summary

A Measurement study of hotspots in Seattle
I 13 locations in one district over 1 week

A Finding the best AP is ndrivial:

I Large selection4 hotspot APs at each location, on average
I Variable performance AP bandwidth differs by up to 50x

I Not obvious official AP is not best at 30% of locations

I Not testable most APs cost money to use

Y Need historical data to choose the best AP



Talk Overview

A Motivation
A Why use reports? A measurement study
A Wifi-Reports design

A Wifi-Reports evaluation
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Design Requirements
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Threat Model
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Straw men Protocolsg
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If Alice has already submitted
a report on cafel then abort,
else save the report
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Report Protocc)l Lt ot allAPs
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Design Requirements
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Design Requirements
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Wifl-Reports: Other Detalls

AAdding & removing AP$
AAP changes over time
ARate limiting reports
AAP spoofing attacks
AEclipse attacks

A Sidechannel attacks
A Collusion attacks

| See paper
for detalls




Talk Overview

A Motivation
A Why use reports? A measurement study
A Wifi-Reports design

A Wifi-Reports evaluation
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Do Reports Improve AP Selection’

A Hotspot databases (e.g., JiWire.com)
I Obviously more useful with more information

A What about selecting APs at a fixed location?
i ¢NF RAGAZ2Y I E | LILIN2IF OKSAaY
test all open APgB\icholson 06|best SNR, etc.

I Evaluate using our measurement study:

A Question Which approach predicts the best AP?
(best = highest bandwidth, see paper for other metrics)

A Ground truth = measurements at each location
A Reports = measurements excluding the one being tested



Reports Improve AP Selection
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Fetch Time (seconds)

Overhead and Robustnhess

What is the overhead of obtaining tokens?
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Overhead is small.



Fetch Time (seconds)

Overhead and Robustnhess

What is the overhead of obtaining tokens? How robust are predictions to fraud?
I I I I I I I I 1 ' ' '
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Overhead Is small. Robust to 10% fraud.
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Summary & Future Work

A Key results:
I Selecting the best commercial APs is not easy
I Using historical reports is close to optimal

I We can obtain reports while preserving privacy,
limiting fraud, and adjusting for channel conditions

A Future work:
I Wifl-Reports client for handsets
I Wifi-Reports as a general urban sensing platform

Wifi-Reports data and tools:
http://www.cs.cmu.edu/~|effpang/research.shtml
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Location Privacy Threats

Bluetooth is watching: secret study
gives Bath a flavour of Big Brother

- Covert monitoring system raises privacy issues
- Signals can be used to track mobile phone users

Tracking People Using Bluetooth

Posted by CmdrTaco on Sun Nov 11, 2007 08:59 AM
fram the turn-your-bluetooth-off dept.

damdam writes
"A Dutch guy seems to have set up a small
network of bluetooth scanners. He has all the
information logged to a central database and you
can search it over the web. On his website it
says "Some of these matches were anly minutes ;@
apart. Therefore | could even calculate the

approximate speed of someone moving from one location to
another.”. There are also some interesting statistics on his site

Cisco preps Wi-Fi tracking kit

Keeping tabs on workers and wheelchairs
By John Leyden - Get more from this author
Posted in Wireless, 5th May 2005 17:55 GMT

Cisco has announced a wireless tracking appliance designed to allow organisations to
monitor the location of devices - or people - within a wireless local area network. The Cisco
2700 Series Wireless Location Appliance, scheduled to ship in June 2003, uses technology
acquired when Cisco bought wireless switch start-up Airespace earlier this year.

February 12, 2008 7:27 AM PST
Obama's BlackBerry brings personal safety risks
Chris Soghoian = 35 comments
The news coverage and analysis by armchair security experts thus far has failed fo focus on the

real threat: attacks against President Obama's location privacy, and the potential physical
security risks that come with someone knowing the president's real-time physical location.

Finding Obama

We know that the president has been given a White House-issued BlackBerry phone. As a
result, Obama's smartphone is broadcasting its IMEI serial number for anyone with the right
equipment to detect.

WiFi tracking will grow fast, says analyst

WiFiis increasingly being used in location tracking applications and WiFi assettags
are expected to reach almost twao million shipments in 2010 according to a repaort by
analyst In-Stat.

5o far healthcare has been keenestto adopt the technology to track such items as
patient monitoring devices and wheelchairs, but it can also be used to track devices
such as laptops, scanners and phones.
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Who Should Care About Tracking’

& k A Endusers

I CRA Grand Challenge
GDAGS O2 YorddAINFENI LINARS | O &

wousron @ . A Service providers

I Location databases can be compromised by third
parties (e.g., AOL search debacle)

A Device manufacturers

I Privacy concerns about tracking can hurt sales
(e.qg., Intel CPUID debacle, Benetton RFID boycott)
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Estimating SNR Loss Regions
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No AP Is the Best Iin All Metrics
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Are there many APs

Results
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Results: Are measurements predictive

measure

Blocked port = no
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