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Problem: Commercial AP Selection

tmobile

attwifi (ap 1)

attwifi (ap 2)

seattlewifi

linksys

Free Public Wifi

$3.99

$9.99

Free!

Free!

Which networks will run my applications? 

Which ones have good performance? 

Quality = 
???

We often have manychoices of wireless 
access points (APs), but little information about each

Jiwire.com
Hotspot database
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Goal: Provide More Information

tmobile

attwifi (ap 1)

attwifi (ap 2)

seattlewifi

linksys

Free Public Wifi

I need to use VoIP so this is the 

best network for me

Bandwidth: 300 kbps
Blocked ports: None

Bandwidth: 100 kbps
Blocked ports: None

Bandwidth: 300 kbps
Blocked ports: None

5ƻŜǎƴΩǘ ǿƻǊƪΗ

5ƻŜǎƴΩǘ ǿƻǊƪΗ

Bandwidth: 100 kbps
Blocked ports: Email, Skype

Bandwidth: 300 kbps
Blocked ports: None

5ƻŜǎƴΩǘ ǿƻǊƪΗ

Provide information about AP performance 
and application support

5ƻŜǎƴΩǘ ǿƻǊƪΗ

5ƻŜǎƴΩǘ ǿƻǊƪΗ

Bandwidth: 100 kbps
Blocked ports: None

Bandwidth: 300 kbps
Blocked ports: None

Bandwidth: 300 kbps
Blocked ports: None

Improved
Hotspot database

Bandwidth: 30 kbps
Blocked ports: Email

Bandwidth: 5 Mbps
Blocked ports: None

5ƻŜǎƴΩǘ ǿƻǊƪΗ
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Goal: Wifi-Reports
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Users automatically report on APs  that they use



.ƻōΩǎ wŜǇƻǊǘ ƻƴ !tн
5ƻŜǎƴΩǘ work!

.ƻōΩǎ wŜǇƻǊǘ ƻƴ !tм
5ƻŜǎƴΩǘ work!

.ƻōΩǎ wŜǇƻǊǘ ƻƴ !tо
5ƻŜǎƴΩǘ work!

.ƻōΩǎ wŜǇƻǊǘ ƻƴ !tп
5ƻŜǎƴΩǘ work!

.ƻōΩǎ wŜǇƻǊǘ ƻƴ !tр
Bandwidth: 300 kbps

ÅLocation PrivacyΥ !ǳǘƘƻǊƛǘȅκŘŀǘŀōŀǎŜǎ Ŏŀƴƴƻǘ ƭƛƴƪ ŀ ǳǎŜǊΩǎ ǊŜǇƻǊǘǎ
ÅLimited Influence: Only count 1 report per AP, per user

aŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп
Bandwidth: 10 MbpsaŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп

Bandwidth: 10 MbpsaŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп
Bandwidth: 10 MbpsaŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп

Bandwidth: 10 MbpsaŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп
Bandwidth: 100 Mbps

Design Challenges

5

ÅLocation Context: Account for wireless channel conditions



Talk Overview

ÅMotivation

ÅWhy use reports? A measurement study

ÅWifi-Reports design

ÅWifi-Reports evaluation
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Would Reports be Useful?

Measurement Study

ÅWe built a Linux reporting client 
ïMeasures bandwidth, latency, etc.

ÅWe measured all APs visible from:
ï13 hotspots in the U-District, Seattle, WA
ï7 days at different times of day

ÅMeasurement procedure:
ïSit near center of hotspot
ïPerform active measurements

shinkatea

tullys 1

starbucks1

tullys 2

trabant

oasis
lounjin

yunniebubble tea
sureshot

bookstore

cafeontheave

starbucks2

cafesolstice

Our study examines pay-for-access 
networks and open networks
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There is a Large Selection of APs
Bandwidth of commercial APs in Seattle (by location)

redҐ άƻŦŦƛŎƛŀƭέ !t
grey= other visible AP
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There is a Variance in Performance
Bandwidth of commercial APs in Seattle (by location)

redҐ άƻŦŦƛŎƛŀƭέ !t
grey= other visible AP
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¢ƘŜ άhŦŦƛŎƛŀƭέ !t ƛǎ ƴƻǘ !ƭǿŀȅǎ .Ŝǎǘ
Bandwidth of commercial APs in Seattle (by location)

redҐ άƻŦŦƛŎƛŀƭέ !t
grey= other visible AP
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Most APs are not Open or Free

redҐ άƻŦŦƛŎƛŀƭέ !t
grey= other visible AP
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Bandwidth of commercial APs in Seattle (by location)



Measurement Summary

ÅMeasurement study of hotspots in Seattle
ï13 locations in one district over 1 week

ÅFinding the best AP is non-trivial:
ïLarge selection: 4 hotspot APs at each location, on average

ïVariable performance: AP bandwidth differs by up to 50x

ïNot obvious: official AP is not best at 30% of locations

ïNot testable: most APs cost money to use

ÝNeed historical data to choose the best AP
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Talk Overview

ÅMotivation

ÅWhy use reports? A measurement study

ÅWifi-Reports design

ÅWifi-Reports evaluation
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ÅLocation PrivacyΥ !ǳǘƘƻǊƛǘȅκŘŀǘŀōŀǎŜǎ Ŏŀƴƴƻǘ ƭƛƴƪ ŀ ǳǎŜǊΩǎ ǊŜǇƻǊǘǎ
ÅLimited Influence: Only count 1 report per AP, per user

aŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп
Bandwidth: 10 MbpsaŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп

Bandwidth: 10 MbpsaŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп
Bandwidth: 10 MbpsaŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп

Bandwidth: 10 MbpsaŀƭƭƻǊȅΩǎ wŜǇƻǊǘ ƻƴ !tп
Bandwidth: 100 Mbps

Design Requirements
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ÅLocation Context: Account for wireless channel conditions



Threat Model

e.g.,

ÅAccount authority obeys protocol
ςviolations can be detected
ÅPrevents large-scale sybilattacks
ςe.g., signup requires credit card

ÅMost clients are honest
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ÅLocation PrivacyΥ !ǳǘƘƻǊƛǘȅκŘŀǘŀōŀǎŜǎ Ŏŀƴƴƻǘ ƭƛƴƪ ŀ ǳǎŜǊΩǎ ǊŜǇƻǊǘǎ
ÅLimited Influence: Only count 1 report per AP, per user
ÅLocation Context: Account for wireless channel conditions



If Alice has already submitted
a report on cafe1 then abort,
else save the report

Straw men Protocols

R « report on cafe1

mix network

submit: R

authenticate Alice

measure cafe1

Anonymous
Report on cafe1
Bandwidth: 5 Mb

Anonymous
Report on cafe1
Bandwidth: 100 Mb

Anonymous
Report on cafe1
Bandwidth: 100 Mb

Anonymous
Report on cafe1
Bandwidth: 100 Mb

Anonymous
Report on cafe1
Bandwidth: 100 Mb

Anonymous
Report on cafe1
Bandwidth: 100 Mb

Limited Influence

submit: R

Anonymous
Report on cafe1
Bandwidth: 5 Mb

!ƭƛŎŜΩǎ ƭƻŎŀǘƛƻƴǎΥ

cafe1
tmobile#3
.ƻōΩǎ bŜǘǿƻǊƪ
Alcohol Anon Net
CMU
Χ

Location Privacy
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Report Protocol

request: cafe1, Tblind

reply: Sblind

{kcafe1, k
-1

cafe1} « new key pair

If Alice requested cafe1 before
then abort
elsesign the token Ý Sblind

authenticate and
download list of APs

Unblindthe signature Ý Scafe1

R « report on cafe1
mix network

submit:
cafe1, Scafe1, kcafe1, R, SR Verify the signatures

Delete old reports signed with 
kcafe1

measure cafe1

cafe1
cafesolstice
tmobile#4
AT&T #54
ÖÖÖÖ

Report on cafe1
Bandwidth: 5 Mbps
Report on cafe1
Bandwidth: 5 Mbps

Blind the token kcafe1 Ý Tblind

Sign the report Ý SR

List of all APs
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Χ

{kcafe2, k
-1

cafe2} « new key pair
Χ



Verify the signatures

Delete old reports signed with 
kcafe1

Report Protocol

request: cafe1, Tblind

reply: Sblind

{kcafe1, k
-1

cafe1} « new key pair

If Alice requested cafe1 before
then abort
elsesign the token Ý Sblind

authenticate and
download list of APs

Unblindthe signature Ý Scafe1

R « report on cafe1

measure cafe1

Blind the token kcafe1 Ý Tblind

Sign the report Ý SR

Report on cafe1
Bandwidth: 5 Mbps

Location Privacy Limited Influence

cafe1

Report on cafe2
Bandwidth: 5 Mbps

cafe2

mix network

submit:
cafe1, Scafe1, kcafe1, R, SR
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request: cafe1, Tblind

reply: Sblind

authenticate and
download list of APs

measure cafe1
Report on cafe1
Bandwidth: 5 Mbps

Problem: Asking for a token 
reveals the target AP
Solution: Ask for the tokens 
for all APs in a city

Report on cafe1
Bandwidth: 5 MbpsReport on cafe1
Bandwidth: 100 Mb

Problem: Some users may 
submit bad reports
Solution: Robust summary 
functions (e.g., median)

mix network

submit:
cafe1, Scafe1, kcafe1, R, SR

Χ

ca
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1
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APs in Seattle

Report Protocol
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Design Requirements
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ÅLocation PrivacyΥ !ǳǘƘƻǊƛǘȅκŘŀǘŀōŀǎŜǎ Ŏŀƴƴƻǘ ƭƛƴƪ ŀ ǳǎŜǊΩǎ ǊŜǇƻǊǘǎ
ÅLimited Influence: Only count 1 report per AP, per user
ÅLocation Context: Account for wireless channel conditions

Accounting for:
ÅSignal quality
ïReport SNR

ÅTime-of-day
ïReport time

ÅTraffic contention
ï[Sundaresan06]
ï[Vasudevan05]

ÅΧ
Ý lots of summaries 

for each AP!



Design Requirements
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SNR

L
o

ss
 r

a
te

ÅLocation PrivacyΥ !ǳǘƘƻǊƛǘȅκŘŀǘŀōŀǎŜǎ Ŏŀƴƴƻǘ ƭƛƴƪ ŀ ǳǎŜǊΩǎ ǊŜǇƻǊǘǎ
ÅLimited Influence: Only count 1 report per AP, per user
ÅLocation Context: Account for wireless channel conditions

Empirically, coarse
SNR is good enough

(see paper for details)



Wifi-Reports: Other Details

ÅAdding & removing APs

ÅAP changes over time

ÅRate limiting reports

ÅAP spoofing attacks

ÅEclipse attacks

ÅSide-channel attacks

ÅCollusion attacks

See paper
for details
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Talk Overview

ÅMotivation

ÅWhy use reports? A measurement study

ÅWifi-Reports design

ÅWifi-Reports evaluation
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Do Reports Improve AP Selection?

ÅHotspot databases (e.g., JiWire.com)

ïObviously more useful with more information

ÅWhat about selecting APs at a fixed location?

ï¢ǊŀŘƛǘƛƻƴŀƭ ŀǇǇǊƻŀŎƘŜǎΥ άƻŦŦƛŎƛŀƭέ !tΣ 
test all open APs [Nicholson 06], best SNR, etc.

ïEvaluate using our measurement study:

ÅQuestion: Which approach predicts the best AP?
(best  = highest bandwidth, see paper for other metrics)

ÅGround truth = measurements at each location

ÅReports = measurements excluding the one being tested
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Reports Improve AP Selection
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median

3rd quartile

1st quartile
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Location

Each error bar = 
6-13 experiments
at each location

over 7 days



Overhead and Robustness

What is the overhead of obtaining tokens?

ÅImplementation on single CPU server
ÅHotspot density estimated from JiWire.com
Å0.02 cents/city/user on Amazon EC2

Overhead is small.
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Overhead and Robustness

Overhead is small.

How robust are predictions to fraud?

ideal distribution

ÅGround truth = measurement study
ÅFraud = report AP has infinite bandwidth

Robust to 10% fraud.

ÅImplementation on single CPU server
ÅHotspot density estimated from JiWire.com
Å0.02 cents/city/user on Amazon EC2

27

What is the overhead of obtaining tokens?



Summary & Future Work

ÅKey results:
ïSelecting the best commercial APs is not easy
ïUsing historical reports is close to optimal
ïWe can obtain reports while preserving privacy, 

limiting fraud, and adjusting for channel conditions

ÅFuture work:
ïWifi-Reports client for handsets
ïWifi-Reports as a general urban sensing platform

28

Wifi-Reports data and tools:
http://www.cs.cmu.edu/~jeffpang/research.shtml



=== BACKUP ===
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Location Privacy Threats
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Who Should Care About Tracking?

ÅEnd-users
ïCRA Grand Challenge: 
άDƛǾŜ ŎƻƳǇǳǘŜǊ ŜƴŘ-ǳǎŜǊǎ ǇǊƛǾŀŎȅ ǘƘŜȅ Ŏŀƴ ŎƻƴǘǊƻƭέ

ÅService providers
ïLocation databases can be compromised by third 

parties (e.g., AOL search debacle)

ÅDevice manufacturers
ïPrivacy concerns about tracking can hurt sales 

(e.g., Intel CPUID debacle, Benetton RFID boycott)
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Estimating SNR Loss Regions

ÅUse throughput to 
estimate relative loss

ÅAssume intermediate 
loss region is 10 dB

ÅCƛƴŘ ǘƘŜ άōŜǎǘ Ŧƛǘέ ŦƻǊ 
the three regions

32
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Wifi-Reports

request: cafe1, Tblind

reply: Sblind

{kcafe1, k
-1

cafe1} « new key pair

If Alice already requested cafe1
then abort, else:
Sblind« sign(K-1

cafe1, Tblind)

authenticate and
download list of APs

Scafe1« unblind(Kcafe1, Sblind, r)
verify(Kcafe1, Scafe1, H(kcafe1)) = 1

R « new report on cafe1
send over mix network

submit:
cafe1, Scafe1, kcafe1, R, SR verify(Kcafe1, Scafe1, H(kcafe1)) = 1

verify(kcafe1, SR, H(R)) = 1

Delete old reports signed with 
kcafe1

measure cafe1

database

cafe1
cafesolstice
tmobile#4
AT&T #54
ÖÖÖÖ

{Kcafe1, K
-1

cafe1} =
official key pair 
ŦƻǊ ŎŀŦŜмΣ Χ

Report on cafe1
Bandwidth: 5 Mbps
Report on cafe1
Bandwidth: 5 Mbps

r « random()
Tblind« blind(Kcafe1, H(kcafe1), r)

SR« sign(k-1
cafe1, H(R))

cafe1
cafe1  = 

Kcafe1
Χ

List of all APs
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Reports Improve AP Selection
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Using Reports Improves Selection
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No AP is the Best in All Metrics

Better

Better

Better latency

Better bandwidth

36

M
e

a
n

 G
o

o
g

le
 l
a
te

n
cy

 (
se

c)

Mean Throughput (Mbps)



Results: Are there many APs?

Better
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Results: Are there many APs?

Better
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Results: Is there diversity?

Better
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Results: Is there diversity?

Better
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Results: Are measurements predictive?

Better
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Results: Is there diversity?

Better
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Results: Is there diversity?

Better
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Results: Are measurements predictive?

Better
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