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What can Protocol Control Info Reveal
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Location traces can bédeanonymized
[Beresford 03, Hoh 687, Krum 07]
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Who Might be Tracking You?

Bluetooth is watching: secret study
gives Bath a flavour of Big Brother

- Covert monitoring system raises privacy issues
- Signals can be used to track mobile phone users

Tracking People Using Bluetooth

Posted by CmdrTaco on Sun Nov 11, 2007 08:59 AM
fram the turn-your-bluetooth-off dept.

damdam writes
"A Dutch guy seems to have set up a small
network of bluetooth scanners. He has all the
information logged to a central database and you
can search it over the web. On his website it
says "Some of these matches were anly minutes ;@
apart. Therefore | could even calculate the

approximate speed of someone moving from one location to
another.”. There are also some interesting statistics on his site

Cisco preps Wi-Fi tracking kit

Keeping tabs on workers and wheelchairs
By John Leyden - Get more from this author
Posted in Wireless, 5th May 2005 17:55 GMT

Cisco has announced a wireless tracking appliance designed to allow organisations to
monitor the location of devices - or people - within a wireless local area network. The Cisco
2700 Series Wireless Location Appliance, scheduled to ship in June 2003, uses technology
acquired when Cisco bought wireless switch start-up Airespace earlier this year.

February 12, 2008 7:27 AM PST
Obama's BlackBerry brings personal safety risks
Chris Soghoian = 35 comments
The news coverage and analysis by armchair security experts thus far has failed fo focus on the

real threat: attacks against President Obama's location privacy, and the potential physical
security risks that come with someone knowing the president's real-time physical location.

Finding Obama

We know that the president has been given a White House-issued BlackBerry phone. As a
result, Obama's smartphone is broadcasting its IMEI serial number for anyone with the right
equipment to detect.

WiFi tracking will grow fast, says analyst

WiFiis increasingly being used in location tracking applications and WiFi assettags
are expected to reach almost twao million shipments in 2010 according to a repaort by
analyst In-Stat.

5o far healthcare has been keenestto adopt the technology to track such items as
patient monitoring devices and wheelchairs, but it can also be used to track devices
such as laptops, scanners and phones.



Talk Overview

A Quantifying the tracking threat
ABuilding identifierfree protocols

A Other research



Talk Overview

¢ Previous work Temporarydevice addresses

¢ My work: Temporary addresses are not enough;
Other protocol info can be used to track devices
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¢ My work: How to build efficient protocols that
revealsno transmitted bits to eavesdroppers



Best Security Practices Today

Discover

Authenticate
and Bind

Name: A | |
e Secret: Alice<3Bob

Bootstrap

Name: B o b [@esice
Secret: Alice<3Bob

cedos Device

Out-of-band (e.g.password, PIN)

Fromt 11:22:33:44:55:66
Ta BROADCAST

Search probe

From 11:22:33:44:55:66
Ta BROADCAST

Announcement

From 11:22:33:44:55:66
To AA:BB:CC:DD:EE:FF

Credentials, key exchange

Send Data

To 11:22:33:44:55:66

Fromt AA:BB:CC:DD:EE:F

1 Credentials, key exchangie

Front 11:22:33:44:55:66
To AA:BB:CC:DD:EE:FF
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Use to encrypt
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Best Security Practices Today

Temporary Addresses:
[Gruteser05,Hu 06, Jiang 07Stajano05]

W =

Fromt 19:1A:1B:1C:1D:1F
Ta BROADCAST Search probe I

Discover |

From 22:1E:3E:4F:A1:45
To BROADCAST Announcement

Authenticate! | =545 2" | Credentials, key exchange % -
ession

and Bind o macanae | Credentials, key exchande
From 19:1A:1B:1C:1D:1E AConfidential |ty
To 22:1E:3E:4F:A1:45 L.
Send Data AAuthenticity
From 22:1E:3E:4F:AL:45 .
To 19:1A:1B:1C:1D:1E A| nteg r|ty




Tracking Example

A Consider one user at SIGCOMM 2004
{ SSy dnghyntizgd a6 A NBf Saa GNIF OS
(device addresses hashed, effectively a temporary address)

I Transferredb12MB viaBitTorrenton a congested 802.11 network
(Poornetwork etiquette?)

A Canwe still identifythe culprit?

bittorrent transfer

a5 1 ce.’?i{?ff‘l”‘ i
00:0E:35:CE:1F:5 3}-{(&" .§§ i

e
o :_qué

’r{fq "K‘I
i

00:0E:35:CE:1F: 5

:r SR

00:0E:35:CE:1F: 5
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Tracking Example

A Fingerprint:network names in probes

Q Search Results: ‘v@;@aﬁﬁ
WardrivingDatabase
Showing stations 1 through 323 of this query.

N

42.364819, -71.090355
+42° 21' 53.35", -71° 5" 25.28"

felnmnnne v | ||+ S| mmem e
& — [ el
e e e [ RS
N R KB

Street view

DOO?EBE)@AB‘

42.38481857

Get directions: To here - From here
Search nearby - Save to My Maps

710@35492‘

42 35693359 | -71 12881743

42.36402893

-71.09931846

User2 Froofinete
community network at MIT
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Problem: Londgerm Linkabllity

Bootstrap

Name:Bobdos Net wor Kk Name:Al 1 ce0s Laptop
Secret: Alice<3Bob Secret: Alice<3Bob -

/".
(L5 ; -
¢

_ oML ZnaT s, 2 6 Q& thé&eRp 2 NJ Identifiers
Discover ——————— ——————_—  needed for
To BROADCAST . 20 Qa bsdheére| 2 NdLgezvous!

. F(r)(.)ml.l:2.2:33.:44.:55:.66 t NP2 F A’-l"gel_ | L dqpntifiers
Authentlcate To AA:BB:CC:DD:EE:FF IE needed for

and Bind FOMANERCCODEER  f NR 2 T BoK | @ dutevitication!

From 11:22:33:44:55:66 % i S
To AA:BB:.CC.DD:EE:FF SDET5 AT 35 ;ﬁ‘}}‘;

Send Data

From AA:BB:CC:DD:EE:FF [} S SRRy ARG
To: 11:22:33:44:55:66 DI e AR R R RN

vvo.l
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racking Example

bittorrent tr

Y

00:0E:35:CE:1F:5¢

time



Tracking Example

A Fingerprint:IP broadcaspacket sizes
I Set ofbroadcastpacket sizes in network traffic
I e.g., advertisements by Apple Bonjour, iTunes, NetBIOS

time

00:0E:35:CE:1F:59 239 byte
Lol tta e by

3

11:11:22:33:44:55F 239 byte
Lol teta e by

.
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Problem: Shorterm Linkability

Data packets in the same session remain linkec
In aggregate, these can be fingerprints

From 12:34:56:78:90:ab [EEEaiiGaEsiis =
To: 11:22:33:44:55:66 (SSRGSt JEE
Fronmt 12:34:56:78:90:ab Persians=
To 11:22:33:44:55:66 &

‘g;‘a | From 00:00:99:99:11:11 B8 54 hytas: 11'22'33'44'55'66
‘_d To: 22:33:AA:BB:CC:DD P st Source Decryption
From 12:34:56:78:90:ab Baan futad Address key
T0:11:22:33:44:55:66 Brasisssuan T ———
Front 00:00:99:99:11:11 [ o¢ . DA
To: 22:33:AA:BB:CC:DD B et
From 12:34:56:78:90:ab [ 500 hytec.
T0:11:22:33:44:55:66  Beasismswsas
Fromt 00:00:99:99:11:11 28 54 hytas
To: 22:33:AA:BB:CC:DD PEfS e

00:00:99:99:1\1:11}
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Problem: Shorterm Linkability

Bootstrap

" Name:Bobdos Net wor Kk Name:Al 1 ce0s Laptop

(‘ o Secret: Alice<3Bob Secret: Alice<3Bob . [
¢ =

From 11:22:33:44:55:66 = ~ Yy
Ta BROADCAST Is. 20 Qa thé}el?b 2 NJ

F 11:22:33:44:55:66 — ~ : AL s
To BROADCAST . 20 Qa hbsheres|2 NJ

Discover

From 11:22:33:44:55:66

AUthenticate To AA:BB:CC:DD:EE:FF t NP2F Alieel @ LQY
2neieing oreen | {NE2F BokEf LOQY

Front 11:22:33:44:55:66
To AA:BB:CC:DD:EE:FF

o

Identifiers

3«*& s, 1€€0Ed fOF
From AA:BB:CC:DD:EE:FF Frfi tit i Suishins = ~ " . .
Tor 11:22.33:44:55:66 ﬁ%ﬁ&g\ 00 e ; packet filtering!

Send Data
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Fingerprint Accuracy

A Developed an automated e
identification algorithm ;
I Based on NalvBayesclassifier
I Fingerprints:
A network names
A broadcast packet sizes

%
o
A supported capabilities 3
A Simulated user tracking with %

....

traffic from 500+ users )
I Assume encryption and device Known to be
address changes each hour from Alice

Question:Given some traffic samples from a device,
can we identify when it is present in the future?



Fingerprint Accuracy

A Results:

with 90% accuracy when at a
small hotspot for the day
(5 devices/hour)

I 27%with 99% accuracy

I 17%even If in a very busy
hotspot (100 users/hour)

I More fingerprints exist
Y this is only dower bound

froem
o [ED

(W

i : . . - A
I 53%o0f devices can be identified

. e
§ e
r,,.,%.
e Marns
® Was Alice here?.
Spw o V-4
i S N
“ony }.z . lv"
3 &
Sy,
4 X e

% !
.

Known to be
from Alice

Question:Given some traffic sampléom a device,
can we identify when it is present in the future?




Other Attacks Enabled

A User profiling, inventorying, relationship profiling
I [Greenstein 07, Jiang 07, Pang 07]
A Sidechannel analysis on packet sizes and timing

i Exposes keystrokewebpageZ Y2 OASaxX +2 Lt
[Liberatore06, Sapona®7, Song 01, Wriglt8, Wright07]

802,11 T -
P L aijEﬂ K S NB|K odjwe Aa ‘!B

User )
prefilliimg attack Movie

qigmlr@

M " mw,ﬂm m.mn wm

e Keyaitdke
... UiMiihg-attack

HostA
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s There a Common Defense?

y

;Q
7 )

Discover

Name:Bo b 0 s
= Secret: Alice<3Bob

Bootstrap

Net wor k Name: Al | ce 0 s

Secret: Alice<3Bob

From 11:22:33:44:55:66 ~ v A ol n
To BROADCAST Is. 20 Qa thé}el?lz 2 N

Authenticate
and Bind

From 11:22:33:44:55:66
Ta BROADCAST

20 Qa bsShére 2

From 11:22:33:44:55:66
To AA:BB:CC:DD:EE:FF

t NR2 T A"llié’el-lj"e L

Send Data

To 11:22:33:44:55:66

FromAA:BB:CC:DD:EE:FFI t NP2 F BoK I Ié

Front 11:22:33:44:55:66
To AA:BB:CC:DD:EE:FF

To 11:22:33:44:55:66

Fromt AA:BB:CC:DD:EE:FF [

Laptop

U

NJProblem
— Longterm

o hinkability
LQY

Problem
L Shortterm
Linkability
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Goal Make All Bits Appear Randon

Bootstrap
Name:Bobds Net wor Kk Name:Al i ced®s Laptop
Secret: Alice<3Bob N Secret: Alice<3Bob

Discover |
No bits
_ linkable over
Authenticate the longterm
and Bind
4 Many streams
4 overlap in
real traffic
S/ REE [ Y much nosier
- side-channels
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Goal Make All Bits Appear Randon

Bootstrap
ve Name:Bobds Net wor Kk Name:Al i ced®s Laptop
/‘5 Secret. Alice<3Bob | Secret: Alice<3Bob |
87 : _J __J
_ Identifiers
Discover needed for
rendezvous!
: |dentifiers
Authent!cate needed for
and Bind authentication!
Identifiers
Send Data needed for
packet filtering!
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Talk Overview

A Motivation
AQuantifying the tracking threat
ABuilding identifierfree protocols

A Other research
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Design Reguirements
A When A generates\lessagdo B, she sends:

HA, B, Messag®

ATBI S| R léwmhcrypted payloacll

whereFhas these properties:

Confidentiality. OnlyAandBcan determinegViessage

Authenticity:
Integrity:

Unlinkability:

Efficiency

B can verifyA createdPrivateMessage
B can verifyMessagenot modified

OnlyAandBcan linkPrivateMessages
to same sender or receiver.

Bcan proces®rivateMessageas fast
as he can receive them.
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Solution Summary

¢c2 RF&Qa LINE @z O g o ®
(€.9., 802.11 WPA) Payload| Payload| Payload
Temporary addresses | ©n | Only | Only | Finger
Gruteser05, Jiang 07] bata Data Data prints
(€9l ’ 9 Payload| Payload| Payload| remain
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Straw man: Encrypt Everything

Name: Al i ceds Larg Name:Bobds Net wor k
Secret. Alice<3Bob BOOtStrap Secret. Alice<3Bob

2 - Keyforl £ AOS 20 ,
6*" ) derive keys Kag™ 7Y ] I3 . \ | sy
< Kgpy- Keyfor. 20TH £ A0S —

ldea Use bootstrapped keys to encrypt everything
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Straw man: Symmetrlc Key Protocc

‘6 g Client

Symmetric encryption
(e.g., AES w/ random V)

5[ dzO @ ¢

Service

t
Check MAC: K,z

i I<Shared]

I<Sharedz

t

Try to decrypt with each ke
(accounts + associations)

v

24

o(M)
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Straw man: Symmetric Key Protocc

Plor g
e s
L
] T4

s “
(3 =
"._ ‘J Client

Carvico

1 Too slow!
(APs have 100s of accounts)

4

I<Sharedz
KShslied3

I<‘SharedM

| MAC: Ky

Symmetric encryption
(e.g., AES w/ random V)

1.5 ms/packe (M=100)
(Need < 206s/packet for 802.119)

28



Straw man: Public Key Protocol

SN
" "g Client
}

1 Sign: K yjice

Keyprivate encryption
(e.g., EIGamal)

t N2 o6 S %é/m'

Service

|

3 Check signature: Kyice

Too slow in practice!

Try to decryp

~100 @(d/packet

Based onAbadiQ n n 6
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Solution Summary

- - . Qnly (. Only | Only
62 RIEQE LINE 2 Oad aow ()
Payload| Payload| Payload
Only Only Only Finger
Temporary addresses | Dpata Data Data | prints
Payload| Payload| Payload| remain

Public Key Protocol
Symmetric Key Protoc

v

DI

v

v

v
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SlyFi

A Symmetric key almost works, but tension between:
i Unlinkabilityy Ol y Qi SEL}2 &S (KS AR
I Efficiency: need to identify the key to avoid trying all keys

A ldea Identify the key in amnlinkableway

A Approach:
I SenderAand receiveB agree on tokensTf8 T#8 T48> X
I AattachesT”® to encrypted packet foB



SlyFi

Required properties:
I Third parties can not link* and T8 if i1 |
i AR2 & aeyi@Tr®
i AandBcan computel’™® independently

Main challenge
- Sender and receiver must synchronize

A S

T = AES()G i) T = AES()G 1)



SlyFi: Data Transport

TEDEPas

hashtable

A Datsecmipsafies:B computes next expected?s,

A Ha@dlirmgmessagedtshed connections
Y GecpectipesHiias/ T deljErettable
¥ Toldransiissisecutivddsses£50 is enougho w S A)a W
i NolossY compute onenew tokenper reception
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SlyFi: Discovery/Binding

~ A

owtheress gA OS¢

A Discovery & binding messages:

I Often sent when other party is not present
Y/ IYyQl NBfeé& 2y GNIvyaYABRaAAZY
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SlyFi: Discovery/Binding

¢ SOAOS¢E
‘;} 5* S
hashtable
A Bmcovengléblndkeyvnessages:

i |IREeqiven: savgSENXWARH imyialgieo associate

I Naleoaiesteltageskewlefi@omliesion, few sidehannels
Y Sehdiespaite: |cogapatenirkabiltyokar@enniratking
Y i=&current time/1 min
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SlyFi1 Putting it Together

Y Ksessionl,z




SlyFi: Other Protocol Detalils

—

A Broadcast

A Higherlayer binding
A Time synchronization
A Roaming

A Coexistence with 802.11
A Linklayer ACKs

A Multi-party discovery

A Preventing replay attacks

| SeeMobisys08
paper for detalls

—



link setup time (ms)

Performance Evaluation

AOpensource Linux kernel module:
http://tw.seattle.intel-research.net

AEvaluated on embedded devices

A SlyFis about as efficient a802.11 (vifi-open)

Time to setup a link Data throughput
100000 F—————r————— g 16 . . . .
! public key ] 14t |
L : 3 o 12 - —
1000 _/ symmetric key_; :_E: 10 L - o
> n yfi ]
100 | ) . c; 2 i armknecht
10 E - “slyfi ~ 3 4} (Previous proposa I
: - wifi-open “"“ £ oL similar to symmetric key) -
1 il Ll T 0 l l I l
1 10 100 1000 0 2 4 6 8 10
background traffic rate (pkts/sec) background traffic rate (Mb/s)
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