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What can Protocol Control Info Reveal?
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00:16:4E:11:22:33

www.bluetoothtracking.org

Location traces can be deanonymized
[Beresford 03, Hoh 05-07, Krum 07]

YƛƳΩǎ IƻǳǎŜ



Who Might be Tracking You?
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Talk Overview

ÅMotivation

ÅQuantifying the tracking threat

ÅBuilding identifier-free protocols

ÅOther research
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ÅBuilding identifier-free protocols

ÅQuantifying the tracking threat

ςMy work: How to build efficient protocols that 
reveals no transmitted bits to eavesdroppers 
[MobiSys08 Best Paper, HotNets07]

ςPrevious work: Temporarydevice addresses
[Gruteser05, Hu06, Jiang 07, Stajano05]

ςMy work: Temporary addresses are not enough;
Other protocol info can be used to track devices
[MobiCom07, HotOS07]

Talk Overview
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Name: Bobõs Device
Secret: Alice<3Bob

Discover
From: 11:22:33:44:55:66
To:  BROADCAST Search probe

From: 11:22:33:44:55:66
To:  BROADCAST Announcement

Name: Aliceõs Device
Secret: Alice<3Bob

From: 11:22:33:44:55:66
To: AA:BB:CC:DD:EE:FF Credentials, key exchange

From: AA:BB:CC:DD:EE:FF
To: 11:22:33:44:55:66 Credentials, key exchange

Authenticate
and Bind

From: 11:22:33:44:55:66
To: AA:BB:CC:DD:EE:FF

From: AA:BB:CC:DD:EE:FF
To: 11:22:33:44:55:66

Send Data

Bootstrap

Out-of-band (e.g., password, PIN)

ÅConfidentiality
ÅAuthenticity
ÅIntegrity

Best Security Practices Today
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Ý Ksession
Use to encrypt
& authenticate



Discover
From: 19:1A:1B:1C:1D:1E
To:  BROADCAST Search probe

From: 22:1E:3E:4F:A1:45
To:  BROADCAST Announcement

From: 19:1A:1B:1C:1D:1E
To: 22:1E:3E:4F:A1:45 Credentials, key exchange

From: 22:1E:3E:4F:A1:45
To: 19:1A:1B:1C:1D:1E Credentials, key exchange

Authenticate
and Bind

From: 19:1A:1B:1C:1D:1E
To: 22:1E:3E:4F:A1:45

From: 22:1E:3E:4F:A1:45
To: 19:1A:1B:1C:1D:1E

Send Data
ÅConfidentiality
ÅAuthenticity
ÅIntegrity

Best Security Practices Today
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Temporary Addresses:
[Gruteser05, Hu06, Jiang 07, Stajano05]

Ý Ksession



Tracking Example

ÅConsider one user at SIGCOMM 2004
ï{ŜŜƴ ƛƴ ŀƴ άanonymizedέ ǿƛǊŜƭŜǎǎ ǘǊŀŎŜ

(device addresses hashed, effectively a temporary address)

ïTransferred 512MB via BitTorrenton a congested 802.11 network
(Poor network etiquette?)

ÅCan we still identify the culprit?
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?
00:0E:35:CE:1F:59

00:0E:35:CE:1F:59

00:0E:35:CE:1F:59

bittorrent transfer

?



Tracking Example

ÅFingerprint: network names in probes

?

User ƻŦ άroofnetέ
community network at MIT

WardrivingDatabase
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tǊƻōŜΥ άroofnetέ00:0E:35:CE:1F:59



Discover
From: 11:22:33:44:55:66
To:  BROADCAST Search probe

From: 11:22:33:44:55:66
To:  BROADCAST Announcement

From: 11:22:33:44:55:66
To: AA:BB:CC:DD:EE:FF Credentials, key exchange

From: AA:BB:CC:DD:EE:FF
To: 11:22:33:44:55:66 Credentials, key exchange

Authenticate
and Bind

From: 11:22:33:44:55:66
To: AA:BB:CC:DD:EE:FF

From: AA:BB:CC:DD:EE:FF
To: 11:22:33:44:55:66

Send Data

Bootstrap

Problem: Long-term Linkability
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Name: Aliceõs Laptop
Secret: Alice<3Bob

Name: Bobõs Network
Secret: Alice<3Bob

Is .ƻōΩǎ bŜǘǿƻǊƪ here?

.ƻōΩǎ bŜǘǿƻǊƪ is here

Identifiers
needed for
rendezvous!

tǊƻƻŦ ǘƘŀǘ LΩƳ Alice 

tǊƻƻŦ ǘƘŀǘ LΩƳ Bob

Identifiers
needed for
authentication!



Tracking Example

time
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?
11:11:22:33:44:55

11:11:22:33:44:55

11:11:22:33:44:55

bittorrent transfer

tǊƻōŜΥ άroofnetέ00:0E:35:CE:1F:59



Tracking Example

ÅFingerprint: IP broadcast packet sizes

ïSet of broadcast packet sizes in network traffic

ïe.g., advertisements by Apple Bonjour, iTunes, NetBIOS

?

time
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11:11:22:33:44:55

11:11:22:33:44:55

11:11:22:33:44:55 239 bytes

245 bytes

257 bytes00:0E:35:CE:1F:59

00:0E:35:CE:1F:59

00:0E:35:CE:1F:59 239 bytes

245 bytes

257 bytes



From: 12:34:56:78:90:ab
To: 11:22:33:44:55:66

From: 12:34:56:78:90:ab
To: 11:22:33:44:55:66

From: 12:34:56:78:90:ab
To: 11:22:33:44:55:66

From: 12:34:56:78:90:ab
To: 11:22:33:44:55:66

From: 00:00:99:99:11:11
To: 11:22:33:44:55:66

From: 00:00:99:99:11:11
To: 11:22:33:44:55:66

From: 00:00:99:99:11:11
To: 11:22:33:44:55:66

250 bytes

500 bytes

500 bytes

250 bytes

250 bytes

200 bytes

200 bytes

Data packets in the same session remain linked;
in aggregate, these can be fingerprints

Problem: Short-term Linkability
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Source  
Address

Decryption
key

12:34:56:78:90:ab KAlice

00:00:99:99:11:11 KCharlie

From: 00:00:99:99:11:11
To: 22:33:AA:BB:CC:DD

From: 00:00:99:99:11:11
To: 22:33:AA:BB:CC:DD

From: 00:00:99:99:11:11
To: 22:33:AA:BB:CC:DD

11:22:33:44:55:66

22:33:AA:BB:CC:DD



Discover
From: 11:22:33:44:55:66
To:  BROADCAST Search probe

From: 11:22:33:44:55:66
To:  BROADCAST Announcement

From: 11:22:33:44:55:66
To: AA:BB:CC:DD:EE:FF Credentials, key exchange

From: AA:BB:CC:DD:EE:FF
To: 11:22:33:44:55:66 Credentials, key exchange

Authenticate
and Bind

From: 11:22:33:44:55:66
To: AA:BB:CC:DD:EE:FF

From: AA:BB:CC:DD:EE:FF
To: 11:22:33:44:55:66

Send Data

Bootstrap

Problem: Short-term Linkability
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Name: Aliceõs Laptop
Secret: Alice<3Bob

Name: Bobõs Network
Secret: Alice<3Bob

Is .ƻōΩǎ bŜǘǿƻǊƪ here?

.ƻōΩǎ bŜǘǿƻǊƪ is here

tǊƻƻŦ ǘƘŀǘ LΩƳ Alice 

tǊƻƻŦ ǘƘŀǘ LΩƳ Bob

Identifiers
needed for
packet filtering!

250 bytes

500 bytes



Fingerprint Accuracy

ÅDeveloped an automated 
identification algorithm
ïBased on Naïve Bayesclassifier
ïFingerprints:
Ånetwork names
Åbroadcast packet sizes
Åsupported capabilities

ÅSimulated user tracking with 
traffic from 500+ users
ïAssume encryption and device 

address changes each hour
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Question:Given some traffic samples from a device, 
can we identify when it is present in the future?

Was Alice here?

Known to be
from Alice



Fingerprint Accuracy

ÅResults:
ï53%of devices can be identified 

with 90% accuracy when at a 
small hotspot for the day 
(5 devices/hour)

ï27%with 99% accuracy
ï17%even if in a very busy 

hotspot (100 users/hour)

ïMore fingerprints exist 
Ý this is only a lower bound!
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Question:Given some traffic samples from a device, 
can we identify when it is present in the future?

Was Alice here?

Known to be
from Alice



Other Attacks Enabled

ÅUser profiling, inventorying, relationship profiling
ï [Greenstein 07, Jiang 07, Pang 07]

ÅSide-channel analysis on packet sizes and timing

ïExposes keystrokes, webpagesΣ ƳƻǾƛŜǎΣ ±ƻLt ŎŀƭƭǎΣ Χ
[Liberatore06, Saponas07, Song 01, Wright08, Wright07]

Ғ

DFT
Movie

signature attack 
Keystroke

timing attack

Home

802.11 
header  

Lǎ άdjwέ ƘŜǊŜΚ άdjwέ ƛǎ ƘŜǊŜ

User 
profiling attack
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Discover
From: 11:22:33:44:55:66
To:  BROADCAST Search probe

From: 11:22:33:44:55:66
To:  BROADCAST Announcement

From: 11:22:33:44:55:66
To: AA:BB:CC:DD:EE:FF Credentials, key exchange

From: AA:BB:CC:DD:EE:FF
To: 11:22:33:44:55:66 Credentials, key exchange

Authenticate
and Bind

From: 11:22:33:44:55:66
To: AA:BB:CC:DD:EE:FF

From: AA:BB:CC:DD:EE:FF
To: 11:22:33:44:55:66

Send Data

Bootstrap

Is There a Common Defense?
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Name: Aliceõs Laptop
Secret: Alice<3Bob

Name: Bobõs Network
Secret: Alice<3Bob

Is .ƻōΩǎ bŜǘǿƻǊƪ here?

.ƻōΩǎ bŜǘǿƻǊƪ is here

tǊƻƻŦ ǘƘŀǘ LΩƳ Alice 

tǊƻƻŦ ǘƘŀǘ LΩƳ Bob

Problem:
Long-term
Linkability

Problem:
Short-term
Linkability



Discover

Authenticate
and Bind

Send Data

Goal: Make All Bits Appear Random

Bootstrap
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Name: Aliceõs Laptop
Secret: Alice<3Bob

Name: Bobõs Network
Secret: Alice<3Bob

No bits
linkable over
the long-term

Many streams
overlap in 
real traffic
Ýmuch nosier
side-channels



Discover

Authenticate
and Bind

Send Data

Goal: Make All Bits Appear Random

Bootstrap
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Identifiers
needed for
rendezvous!

Identifiers
needed for
authentication!

Identifiers
needed for
packet filtering!

Name: Aliceõs Laptop
Secret: Alice<3Bob

Name: Bobõs Network
Secret: Alice<3Bob



Talk Overview

ÅMotivation

ÅQuantifying the tracking threat

ÅBuilding identifier-free protocols

ÅOther research
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Design Requirements
ÅWhen Agenerates Messageto B, she sends:

F(A, B, Messageύ             Ҧ              PrivateMessage

where Fhas these properties:

ïConfidentiality: Only Aand Bcan determine Message.

ïAuthenticity: Bcan verify Acreated PrivateMessage.

ïIntegrity: Bcan verify Messagenot modified.

ïUnlinkability: Only Aand Bcan link PrivateMessages
to same sender or receiver.

ïEfficiency: Bcan process PrivateMessagesas fast 
as he can receive them.

AҦB IŜŀŘŜǊΧUnencrypted payload
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Solution Summary

¢ƻŘŀȅΩǎ ǇǊƻǘƻŎƻƭǎ
(e.g., 802.11 WPA)

Public Key
Symmetric Key

SlyFi: Discovery/Binding

SlyFi: Data packets

Only
Data

Payload

Only
Data

Payload

Only
Data

Payload

Only
Data

Payload

Only
Data

Payload

Only
Data

Payload

Finger-
prints
remain

25

Temporary addresses
(e.g., [Gruteser05, Jiang 07])



Straw man: Encrypt Everything

Idea: Use bootstrapped keys to encrypt everything

26

Name: Bobõs Network
Secret: Alice<3Bob

Name: Aliceõs Laptop
Secret: Alice<3Bob

Bootstrap

KAB

KBA

derive keys
- Key for !ƭƛŎŜҦ.ƻō

- Key for .ƻōҦ!ƭƛŎŜ



Straw man: Symmetric Key Protocol

tǊƻōŜ ά.ƻōέ

Client Service

Symmetric encryption
(e.g., AES w/ random IV)

Check MAC:

MAC: KAB

KAB

KAB

KShared1

KShared2

KShared3
Χ

O(M)

27

tǊƻōŜ ά[ǳŎȅέ

KSharedM

Try to decrypt with each key 
(accounts + associations)



Straw man: Symmetric Key Protocol

tǊƻōŜ ά.ƻōέ

Client Service

Symmetric encryption
(e.g., AES w/ random IV)

Check MAC:

MAC: KAB

KAB

KAB

KShared1

KShared2

KShared3
Χ

1.5 ms/packet (M=100)

28

KSharedM

One key per sender 
(accounts + associations)

Too slow!
(APs have 100s of accounts)

(Need < 200 ˃s/packet for 802.11g)



Straw man: Public Key Protocol

tǊƻōŜ ά.ƻōέ

Key-private encryption
(e.g., ElGamal)

KBob

Check signature:

Try to decrypt

K-1
Bob

KAlice

Based on [AbadiΩлпϐ

K-1
AliceSign: Too slow in practice!

Client Service

29

O(1)~100 ms/packet



Solution Summary

Public Key Protocol
Symmetric Key Protocol

SlyFi: Discovery/Binding

SlyFi: Data packets

Only
Data

Payload

Only
Data

Payload

Only
Data

Payload

Only
Data

Payload

Only
Data

Payload

Only
Data

Payload

Finger-
prints
remain

Temporary addresses

¢ƻŘŀȅΩǎ ǇǊƻǘƻŎƻƭǎ

30



ÅSymmetric key almost works, but tension between:
ïUnlinkabilityΥ ŎŀƴΩǘ ŜȄǇƻǎŜ ǘƘŜ ƛŘŜƴǘƛǘȅ ƻŦ ǘƘŜ ƪŜȅ

ïEfficiency: need to identify the key to avoid trying all keys

ÅIdea: Identify the key in an unlinkableway

ÅApproach:
ïSender A and receiver Bagree on tokens:  T1 , T2 , T3 Σ Χ

ïA attaches Ti to encrypted packet for B

SlyFi

AB

AB

AB AB

31



150 ˃ s/packet
(software)

SlyFi

Probe ά.ƻōέ

Client Service

Symmetric encryption
(e.g., AES w/ random IV)

Check MAC:

MAC: KAB

KAB

KAB

KAB

Lookup Ti in 
hash table to get KAB

Ti     
AB

AB

Required properties:
ïThird parties can not link Ti and Tj if iґ j

ïAŘƻŜǎƴΩǘ reuse Ti 

ïA and Bcan compute Ti independently

AB AB

AB

AB

Ti =  AES(KAB, i)
ABTi =  AES(KAB, i)

AB

Main challenge:
Sender and receiver must synchronize i

32



ÅData messages:

ïOnly sent over established connections

Ý Expect messages to be delivered

Ý i = transmission number

ÅOn receipt of Ti , Bcomputes next expected: Ti+1

ÅHandling message loss?
ïOn receipt of Ti save Ti+1Σ Χ Σ Ti+k in table

ïTolerates k consecutive losses (k=50 is enough ώwŜƛǎ Ψлсϐ)

ïNo loss Ý compute one new token per reception

AB ABAB

AB AB

SlyFi: Data Transport

T1   
AB

T2
AB

T3
AB

33

T4
AB

i = 1234 i = 1234

hashtable

T3 T3+k
AB ABΧ

ÅOn receipt of Ti , Bcomputes next expected: Ti+1
AB AB

T3
ABÝ T2
ABT1
ABT4
AB

ÅOn receipt of Ti , Bcomputes next expected: Ti+1

ÅHandling message loss?



SlyFi: Discovery/Binding

ÅDiscovery & binding messages:

ïOften sent when other party is not present

Ý/ŀƴΩǘ ǊŜƭȅ ƻƴ ǘǊŀƴǎƳƛǎǎƛƻƴ ǊŜŎŜǇǘƛƻƴ ǘƻ ǎȅƴŎƘǊƻƴƛȊŜ i

i = ?

tǊƻōŜΥ ά.ƻōΩǎ 5ŜǾƛŎŜέT2  
AB

tǊƻōŜΥ ά.ƻōΩǎ 5ŜǾƛŎŜέTi 
AB

...

Not here.

Not here.
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tǊƻōŜΥ ά.ƻōΩǎ 5ŜǾƛŎŜέT1    
AB



SlyFi: Discovery/Binding

35

i = i = 

tǊƻōŜΥ ά.ƻōΩǎ 5ŜǾƛŎŜέTi    
AB

ÅDiscovery &binding messages:

ïInfrequent: only sent when trying to associate

ïNarrow interface: single application, few side-channels

ÝOnly require long-term unlinkabilityto prevent tracking

Ý i = êcurrent time/1 minú

ÅHandling clock skew:

ïReceiver Bsaves Ti-c, Χ Σ Ti+c in table

ïTolerates clock skew of c minutes

ïSteady state:  compute one new token per minute

ABAB

Ti-c Ti+c
AB ABΧ

hashtable

Ý Ti
AB



from, to, seqno, Χ

from, to, seqnoΣ Χ

Credentials, key exchange

Credentials, key exchange

from, to, capabilities, 
other protocol fields

from, to, capabilities, 
other protocol fields

.ƻōΩǎ bŜǘǿƻǊƪ is here
from, to, capabilities, 
other protocol fields

Is .ƻōΩǎ bŜǘǿƻǊƪ here?
from, to, capabilities, 
other protocol fields

Enc(KAB , t0 Σ Χύ
MAC(KAB Σ Χύ

session1

session2

AB

Enc(KAB        ΣƴƻƴŎŜΣ Χύ
MAC(KAB    Σ Χύ

encrypt

auth
Discover

Authenticate
and Bind

Send Data

Name: Bobõs Network
Secret: Alice<3Bob

Name: Aliceõs Laptop
Secret: Alice<3Bob

Bootstrap

SlyFi: Putting it Together
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t0    

t0    
BA

AB

ABTi   = AES(KAB       , i)
token

ABt i = AES(KBA           , i)
session1

KAB
token KAB

encrypt KAB
auth

KBA
token KBA

encrypt KBA
auth

derive keys

nonce

Ti
BA nonce

Ti
AB

Ti    
nonce

Ti
BA nonce

AB
Ý Ksession1,2



SlyFi: Other Protocol Details

ÅBroadcast

ÅHigher-layer binding

ÅTime synchronization

ÅRoaming

ÅCoexistence with 802.11

ÅLink-layer ACKs

ÅMulti-party discovery

ÅPreventing replay attacks

See Mobisys08
paper for details
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Performance Evaluation

38

Time to setup a link Data throughput

ÅOpen-source Linux kernel module:
http://tw.seattle.intel-research.net

ÅEvaluated on embedded devices

ÅSlyFiis about as efficient as 802.11 (wifi-open)

(Previous proposal
similar to symmetric key)




