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Privacy Problems Remain

Many exposed bits are (or can be used as)
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Problem: Longilerm Linking
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Problem: Longlerm Linking

Linking enables location tracking, user profiling,
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Wireless location tracking draws privacy questions !

Wireless products that can do everything from tracking your ;
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Phone pirates in seek and steal mission

MOBILE phone technology is being used by thieves 4
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seck out and steal laptops locked in cars in
Cambridgeshire.

Up-to-date mobiles often have Bluetooth technology
which allows other compatible devices, including
laptops, to link up and exchange information, and lo
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Problem: ShoHTerm Linking

Isolated data streams are more susceptible to side
channel analysis on packet sizes and timing
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Fundamental Problem

Many exposed bits are (or can be used a$)
JIdentifiers that are linkeaver time |
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Talk Overview

ADesign Requirements

AStraw man: MAC Pseudonyms
AStraw man: Encrypt Everything
ASolution:SIyFi



Goal This Protocol

Bootstrap
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Design Reguirements

A When A generates\lessagdo B, she sends:

_ HA, B, Messagg
AR 18+ R SUmdhcrypted payload

whereFhas these properties:

I Confidentiality. OnlyAandB can determine\Viessage
I Authenticity: Bcan verifyAcreatedPrivateMessage
I Integrity: B can verifyMessagenot modified

I Unlinkability: OnlyAandB can linkPrivateMessages
to same sender or receiver.

I Efficiency Bcan proces®rivateMessageas fast
as he can receive them.
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Solution Summary
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Straw man: MAC Pseudonyms

A ldea: change MAC address periodically
I Per session or when idl&ruteserQnp > WA Iy 3 4

A Other fields remain (e.g., in discovery/binding)

I No mechanism for data authentication/encryption
i52Say Qi KARS ySig2N] VI YSa
credentials during authentication

A Pseudonyms are linkable in the shostm

I Same MAC must be used for each association
I Data streams still vulnerable to sidbannel leaks
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Solution Summary
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Straw man: Encrypt Everything
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Straw man: Public Key Protocol
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Straw man: Symmetric Key Protocc
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Solution Summary
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SlyFi

A Symmetric key almost works, but tension between:
i Unlinkabilityy Ol y Qi SEL}2 &S (KS AR
I Efficiency: need to identify the key to avoid trying all keys

A ldea Identify the key in amnlinkableway

A Approach:
I SenderAand receiveB agree on tokensTf8 T#8 T48> X
I AattachesT”® to encrypted packet foB



SlyFi

Required properties:
I Third parties can not link* and T8 if i1 |
i AR2 S Zeyi@T®
I AandB can computel#e independently

Main challenge
Sender and receiver must synchronize

Tre= AES (i) Tre= AES (i)



