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Our Wireless World
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Best Security Practices

{{L5Υ .ƻōΩǎ bŜǘǿƻǊƪ
Key: лȄноупфпфΧ

Discover
802.11 probe Lǎ .ƻōΩǎ bŜǘǿƻǊƪ ƘŜǊŜΚ

802.11 beacon .ƻōΩǎ bŜǘǿƻǊƪ ƛǎ ƘŜǊŜ

Username: Alice
Key: лȄопумфлΧ

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ !ƭƛŎŜ 

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ .ƻō

Authenticate
and Bind

802.11 header  

802.11 header  
Send Data

Bootstrap

Out-of-band (e.g., password, WiFiProtected Setup)

ÅConfidentiality
ÅAuthenticity
ÅIntegrity
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Bootstrap

{{L5Υ .ƻōΩǎ bŜǘǿƻǊƪ
{ŜŎǊŜǘΥ лȄноупфпфΧ

Username: Alice
{ŜŎǊŜǘΥ лȄопумфлΧ

Privacy Problems Remain

Discover
802.11 probe Lǎ .ƻōΩǎ bŜǘǿƻǊƪ ƘŜǊŜΚ

802.11 beacon .ƻōΩǎ bŜǘǿƻǊƪ ƛǎ ƘŜǊŜ

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ !ƭƛŎŜ 

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ .ƻō

Authenticate
and Bind

802.11 header  

802.11 header  
Send Data

Lǎ .ƻōΩǎ bŜǘǿƻǊƪ ƘŜǊŜΚ

tǊƻƻŦ ǘƘŀǘ LΩƳ .ƻō

.ƻōΩǎ bŜǘǿƻǊƪ ƛǎ ƘŜǊŜ

MAC addr, seqnoΣ Χ

MAC addr, seqnoΣ Χ

Many exposed bits are (or can be used as) 
identifiers that are linked over time

ÅConfidentiality
ÅAuthenticity
ÅIntegrity
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Problem: Long-Term Linking

Alice Alice?

MAC: 12:34:56:78:90:ab

!ƭƛŎŜΩǎ ƛtƻŘ is here802.11 beacon !ƭƛŎŜΩǎ ƛtƻŘ is here802.11 beacon

Easy to identify and relate devices over time

Is !ƭƛŎŜΩǎ ƛtƻŘ here?802.11 probe

MAC: 12:34:56:78:90:ab

!ƭƛŎŜΩǎ ŦǊƛŜƴŘΚ
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Problem: Long-Term Linking

www.bluetoothtracking.org

Linking enables location tracking, user profiling, 
ƛƴǾŜƴǘƻǊȅƛƴƎΣ ǊŜƭŀǘƛƻƴǎƘƛǇ ǇǊƻŦƛƭƛƴƎΣ Χ 
[Greenstein, HotOSΩлтΤ WƛŀƴƎΣ MobiSysΩлтΤ tŀƴƎ, MobiComΩлтΣ HotNetsΩлтϐ

Home

www.wigle.net

802.11 header  Lǎ άdjwέ ƘŜǊŜΚ άdjwέ ƛǎ ƘŜǊŜ



Alice-> AP00:00:99:99:11:11

12:34:56:78:90:ab

12:34:56:78:90:ab

Alice-> AP00:00:99:99:11:11

Alice-> AP00:00:99:99:11:11

12:34:56:78:90:ab

12:34:56:78:90:ab

Problem: Short-Term Linking

12:34:56:78:90:ab, seqno: мΣ Χ

12:34:56:78:90:ab, seqno: нΣ Χ

12:34:56:78:90:ab, seqno: оΣ Χ

12:34:56:78:90:ab, seqno: пΣ Χ

00:00:99:99:11:11, seqno: млоΣ Χ

00:00:99:99:11:11, seqno: млпΣ Χ

00:00:99:99:11:11, seqno: млнΣ Χ

Easy to isolate distinct packet streams

3-9 data streams overlap
each 100 ms, on average 
(see paper)
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Problem: Short-Term Linking
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Isolated data streams are more susceptible to side-
channel analysis on packet sizes and timing

ïExposes keystrokes, VoIP calls, webpagesΣ ƳƻǾƛŜǎΣ Χ
[Liberatore, CCSΨлсΤ tŀƴƎΣ MobiComΩлтΤ Saponas, UsenixSecurity ΩлтΤ 
Song, UsenixSecurity ΨлмΤ ²ǊƛƎƘǘΣ L999 {ϧt Ψлу; Wright, UsenixSecurity Ψлтϐ

å

DFT

transmission sizes transmission sizes
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compression 
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Device
fingerprints

Keystroke
timings



Bootstrap

{{L5Υ .ƻōΩǎ bŜǘǿƻǊƪ
{ŜŎǊŜǘΥ лȄноупфпфΧ

Username: Alice
{ŜŎǊŜǘΥ лȄопумфлΧ

Fundamental Problem

Discover
802.11 probe Lǎ .ƻōΩǎ bŜǘǿƻǊƪ ƘŜǊŜΚ

802.11 beacon .ƻōΩǎ bŜǘǿƻǊƪ ƛǎ ƘŜǊŜ

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ !ƭƛŎŜ 

802.11 auth tǊƻƻŦ ǘƘŀǘ LΩƳ .ƻō

Authenticate
and Bind

802.11 header  

802.11 header  
Send Data

Many exposed bits are (or can be used as) 
identifiers that are linked over time

Lǎ .ƻōΩǎ bŜǘǿƻǊƪ ƘŜǊŜΚ

tǊƻƻŦ ǘƘŀǘ LΩƳ .ƻō

.ƻōΩǎ bŜǘǿƻǊƪ ƛǎ ƘŜǊŜ

MAC addr, seqnoΣ Χ

MAC addr, seqnoΣ Χ
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Discover
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Authenticate
and Bind

Send Data

Goal: Make All Bits Appear Random

Bootstrap

{{L5Υ .ƻōΩǎ bŜǘǿƻǊƪ
Key: лȄноупфпфΧ

Username: Alice
Key: лȄопумфлΧ

?



Challenge: Filtering without Identifiers

Which packets are mine? Which packets are mine?
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Talk Overview

ÅMotivation and Goals

ÅDesign Requirements

ÅStraw man: MAC Pseudonyms

ÅStraw man: Encrypt Everything

ÅSolution: SlyFi
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Goal: This Protocol

Bootstrap

{{L5Υ .ƻōΩǎ bŜǘǿƻǊƪ
Key: лȄноупфпфΧ

Username: Alice
Key: лȄопумфлΧ

Discover

Authenticate
and Bind

Send Data



Design Requirements
ÅWhen Agenerates Messageto B, she sends:

PrivateMessage =               F(A, B, Message)

where Fhas these properties:

ïConfidentiality: Only Aand Bcan determine Message.

ïAuthenticity: Bcan verify Acreated PrivateMessage.

ïIntegrity: Bcan verify Messagenot modified.

ïUnlinkability: Only Aand Bcan link PrivateMessages
to same sender or receiver.

ïEfficiency: Bcan process PrivateMessagesas fast 
as he can receive them.
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AҦB IŜŀŘŜǊΧUnencrypted payload



Solution Summary

802.11 WPA

MAC Pseudonyms

Public Key
Symmetric Key

SlyFi: Discovery/Binding

SlyFi: Data packets
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Only
Data

Payload

Only
Data

Payload

Only
Data

Payload



Straw man: MAC Pseudonyms
ÅIdea: change MAC address periodically
ïPer session or when idle [GruteserΩлрΣ WƛŀƴƎ Ψлтϐ

ÅOther fields remain (e.g., in discovery/binding)
ïNo mechanism for data authentication/encryption

ï5ƻŜǎƴΩǘ ƘƛŘŜ ƴŜǘǿƻǊƪ ƴŀƳŜǎ ŘǳǊƛƴƎ ŘƛǎŎƻǾŜǊȅ ƻǊ
credentials during authentication

ÅPseudonyms are linkable in the short-term
ïSame MAC must be used for each association

ïData streams still vulnerable to side-channel leaks
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Solution Summary

802.11 WPA

MAC Pseudonyms

Public Key
Symmetric Key

SlyFi: Discovery/Binding

SlyFi: Data packets

Only
Data

Payload

Long 
Term
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Only
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Payload
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Payload



Straw man: Encrypt Everything
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Bootstrap

{{L5Υ .ƻōΩǎ bŜǘǿƻǊƪ
YŜȅΥ лȄноупфпфΧ

Username: Alice
YŜȅΥ лȄопумфлΧ

Discover

Authenticate
and Bind

Send Data

Idea: Use bootstrapped keys to encrypt everything



Straw man: Public Key Protocol

tǊƻōŜ ά.ƻōέ

Key-private encryption
(e.g., ElGamal)

KBob

Check signature:

Try to decrypt

K-1
Bob

KAlice

Based on [AbadiΩлпϐ

K-1
AliceSign: Slow! (>100ms)

Client Service

19



Straw man: Symmetric Key Protocol

tǊƻōŜ ά.ƻōέ

Client Service

Symmetric encryption
(e.g., AES w/ random IV)

Check MAC:

MAC: KAB

KAB

KAB

Try to
decrypt

with each 
shared key

KShared1

KShared2

KShared3
Χ

Slow! (scales w/ # keys)

20

Different symmetric key per potential sender

/ŀƴΩǘ ƛŘŜƴǘƛŦȅ ǘƘŜ
decryption key in 
the packet or 
else it islinkable



Solution Summary

802.11 WPA

MAC Pseudonyms

Public Key Protocol
Symmetric Key Protocol

SlyFi: Discovery/Binding

SlyFi: Data packets

Long
Term
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ÅSymmetric key almost works, but tension between:
ïUnlinkabilityΥ ŎŀƴΩǘ ŜȄǇƻǎŜ ǘƘŜ ƛŘŜƴǘƛǘȅ ƻŦ ǘƘŜ ƪŜȅ

ïEfficiency: need to identify the key to avoid trying all keys

ÅIdea: Identify the key in an unlinkableway

ÅApproach:
ïSender A and receiver Bagree on tokens:  T1 , T2 , T3 Σ Χ

ïA attaches Ti to encrypted packet for B

SlyFi

22
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AB
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SlyFi

Probe ά.ƻōέ

Client Service

Symmetric encryption
(e.g., AES w/ random IV)

Check MAC:

MAC: KAB

KAB

KAB

KAB

Lookup Ti in a
table to get KAB

Ti     
AB

AB
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Required properties:
ïThird parties can not link Ti and Tj if iґ j

ïAŘƻŜǎƴΩǘ reuse Ti 

ïA and Bcan compute Ti independently

AB AB

AB

AB

Ti =  AESK   (i)AB

ABTi =  AESK   (i)AB

AB

Main challenge:
Sender and receiver must synchronize i


