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ABSTRACT

The proliferation of mobile wireless devices enables or
magnifies several privacy threats that traditional link
layer confidentiality mechanisms, such as payload en-
cryption, do not protect against: user tracking, profil-
ing, and traffic analysis. For example, it is well known
that the exposure of long-lived, unique device addresses
can be used to track users over time. Although these ad-
dresses can easily be changed, more subtle features ex-
posed in encrypted link layer traffic can be used to iden-
tify and profile users as well. These features, which we
call implicit identifiers, include identifiers used for ser-
vice discovery, characteristics that encryption does not
obscure, and protocol information in unencrypted head-
ers. We propose mechanisms to remove these features
from wireless link layer protocols without the loss of im-
portant network functionality.

1 INTRODUCTION

The proliferation of mobile wireless devices, such as
headsets, portable game stations, and mobile phones,
raises new privacy concerns. In the context of network
architecture, privacy has traditionally been taken to mean
the confidentiality of messages, i.e., ensuring that mes-
sage contents are encrypted when they traverse untrusted
links or routers. However, this new class of devices en-
ables or magnifies several privacy threats that traditional
confidentiality mechanisms do not protect against: user
tracking, profiling, and traffic analysis [4].

These new risks are primarily a consequence of in-
creased user mobility and wireless communications.
These devices communicate with each other in places
where users have preconceived assumptions about pri-
vacy, such as in homes and in personal vehicles. With
wireless communications, any nearby observer can inter-
cept low-level identifiers in transmissions. This makes it
trivial to locate users via the presence of their devices,
and to follow them as they move from place to place.

To mask low-level device identifiers, researchers have
proposed changing device addresses periodically [6, 8].
However, masking select fields leaves other fields ex-
posed. Information such as identifiers used for ser-
vice discovery, identifying characteristics that encryp-
tion does not obscure, and protocol information in unen-
crypted headers can also accurately fingerprint a device.

In previous work [11], we identified several suchimplicit
identifiersexposed in 802.11 traffic and showed that they
can accurately identify users. These identifiers are ex-
posed for two main reasons: to enable service discov-
ery and due to side-channels in encrypted traffic. In this
abstract, we discuss mechanisms to remove these iden-
tifiers without sacrificing important functions of mobile
wireless devices.

Service discovery. An important class of implicit iden-
tifiers are those exposed by discovery and rendezvous
mechanisms, such as network/device discovery protocols
in 802.11 and Bluetooth and local name resolution pro-
tocols (e.g.,NetBIOS and multicast DNS). These mech-
anisms, which create bindings between different levels
of names and addresses, often reveal identity informa-
tion, either as a side-effect or by disclosing the binding,
e.g., Bluetooth discovery advertises device identity, and
802.11 discovery often involves broadcast queries for fa-
miliar network names. Such mechanisms are an essential
bootstrapping component for applications in wireless en-
vironments and thus can not be removed without loss of
crucial network functionality.

We have designed and implemented an efficient dis-
covery mechanism that enhances existing discovery and
rendezvous protocols so that they are anonymous; that
is, they do not expose sender or recipient identities to
third parties. Because anonymous discovery protocols
involve cryptographic keys, a central challenge in their
deployment is automating key exchange between clients
and services that may not have met before. We discuss
our work in addressing this challenge in Section 2.

Side-channels. Another important class of implicit
identifiers are those exposed by analyzing the implicit
characteristics of encrypted messages, e.g., inter-arrival
times and message sizes. In addition to identity, analysis
of these implicit traffic characteristics can reveal other
sensitive information, including passwords used [14],
webpages visited [9], videos watched [13], languages
spoken [17], and applications used [18].

These implicit characteristics are induced by applica-
tions that were not designed with them in mind. These
channels are often subtle and go unnoticed until after ap-
plications are deployed. Thus, we argue that there should
be a uniform interface to mask sensitive characteristics as
they are discovered in the same way that anti-virus soft-
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Figure 1: Two existing service discovery mechanisms.

ware and intrusion detection systems provide interfaces
to prevent attacks on previously unknown (or simply un-
patched) software vulnerabilities as they are discovered.
Although these systems merely provide mechanisms to
prevent known exploits and do not fix underlying vulner-
abilities themselves, they have proven to be extremely
useful in practice. No such mechanism yet exists to pre-
vent known side-channel information leaks that threaten
privacy.

We propose a rule-based system that selectively masks
sensitive characteristics on wireless links while meet-
ing application performance constraints. When sensitive
side-channel characteristics are discovered (e.g.,packet
sizes in some context), users can add rules that indicate
that such characteristics should be masked (e.g.,ensure
that packet sizes appear uniform). Based on specified
performance constraints (e.g.,maximum jitter), our sys-
tem will mask these characteristics in the best feasible
way (e.g.,by adding packet padding). This proposal is
discussed in Section 3.

2 PRIVATE SERVICE DISCOVERY

Previously, we presented the design and evaluation of
Tryst [5, 12], a mechanism that enables a client to dis-
cover a service without exposing either client or service
identities to third parties.1

2.1 Challenges

Removing identifiers completely from the process of ser-
vice discovery and binding (e.g., link establishment) is
hard for two reasons. First, wireless clients and ser-
vices typically rendezvous by broadcasting an agreed
upon identifier (Figure 1). A service might be willing
to expose its identifier through announcements to save
potential clients from having to expose it in probes. No
such straightforward solution exists to conceal both the
client’s and the service’s identity. A solution for this lat-
ter case is increasingly desired as personal devices often
offer ad hoc wireless service themselves (e.g.,wireless
game stations). Second, clients and services need to au-
thenticate each other if they want to ensure that a trust
relationship exists. However, cryptographic authenticity
is difficult to provide without identifiers. Message recip-
ients typically need to know which cryptographic key to

1tryst (noun) - a secret rendezvous (especially between lovers).

use to verify a message, and it is hard to tell the recipient
which one without explicitly identifying it.

2.2 Tryst

Private service discovery requires that discovery mes-
sages, such as probes, have the following security prop-
erties: third parties should not be able to link messages
sent at different times to the same senders or intended re-
cipients, message recipients should be able to verify their
authenticity and integrity, and message contents should
be confidential.

Theoretical protocols that have these properties have
been proposed before [1], but they rely on public key
cryptography. These protocols essentially encrypt entire
packets, including the addresses of the recipients, with
public keys. Therefore, in order to determine whether
a packet is destined for a device, it must attempt to de-
crypt it, a computationally expensive operation. Sym-
metric key variants are also possible, but packets can not
reveal which key should be used to decrypt the packet or
else they would not be unlinkable. As a consequence, a
receiver must try to decrypt a message with all its keys—
one for each potential sender—before discarding it. Pub-
lic and symmetric key protocols of this kind can incur so
much overhead in practice that discovery and association
fails in the face of background traffic [5].

Tryst overcomes these limitations by using temporary,
unlinkable addresses. That is, suppose we wish that any
two messages sent more thanI time apart should not be
linkable by third parties. If a sender and a intended re-
cipient share a symmetric keyk, which they exchanged
at timeT0, then at timeTi = T0 + i · I (i.e., theith time
interval of lengthI after key establishment) they can in-
dependently compute:

addri = AESk (i) , wherei = ⌊(T − T0)/I⌋

i.e., the encipherment ofi. The addressaddri can be
used to deliver packets during time intervali, since both
sender and receiver know the address, but addresses used
during different time intervals can not be linked by third
parties without the keyk. Receivers simply compute
a table ofn addresses for then potential senders that
may send them packets, each time intervalI. Unlike the
public and symmetric key protocols discussed above, re-
ceivers can quickly determine whether a packet is des-
tined for them by doing a table lookup.

Our evaluation of an 802.11 prototype that uses Tryst
for discovery demonstrates that its overhead is compara-
ble to that of WPA authentication [5]. For example, Fig-
ure 2 shows the mean time required for a client to setup
an 802.11 link to an AP using different protocols. Using
Tryst, the client actually performs faster than when us-
ing WPA-PSK (wifi-wpa) and achieves strictly stronger
security. Tryst also scales as well as 802.11 without any
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Figure 2: Link setup time for successful attempts as we vary
the rate of background probe traffic not destined for the target
AP. The target AP has 500 client accounts. Error bars indicate
one standard deviation.

security (wifi-open) and scales much better than the pub-
lic and symmetric key straw men discussed above.

2.3 Automating Trust Establishment

Tryst requires that clients and services have a pre-
existing trust relationship in the form of shared symmet-
ric keys. In some emerging uses of private service dis-
covery, having to negotiate symmetric keys before dis-
covering a service for the first time may hinder ease-
of-use. For example, device pairing [15]—techniques
used to establish keys on two personal devices that a user
wants to connect (e.g.,Bluetooth peripherals)—typically
assumes that users of the devices can identify them phys-
ically, which is may not the case (e.g.,when trying to
find an 802.11 AP). Moreover, these mechanisms assume
that a clientalready knowsthe specific service it wants
to discover. Service discovery is often useful because it
enables users to find services they do not yet know about
but still have reason to trust. Therefore, we are devel-
oping mechanisms that could enable these keys to be es-
tablished automatically based on previously known trust
relationships [12]. For example:

New Devices in Trusted Domains. This first mecha-
nism enables a client to establish keys with a service for
the first time with only knowledge of its “name.” By
using a common naming convention clients can probe
for devices belonging to users that they trust even if
they do not know if those devices exist. For example,
suppose devices are named using the conventionowner-
email/device-type. If Bob trusts Alice, he can enter Al-
ice’s email addressalice@mac.com into his iPod. His
iPod can then privately probe for Alice’s iPod, which
would be namedalice@mac.com/ipod, if it existed. This
mechanism leverages anonymous identity based encryp-
tion [2], which allows us to use these names as encryp-
tion keys. Although this mechanism uses public key
cryptography, which is computationally expensive, it is
only necessary the first time that two devices meet.

New Transitively Trusted Devices. A second mecha-
nism enables devices to establish keys with any device
transitively via a trusted friend who trusts it. This mech-
anism leverages a private social proximity test [3] to au-
tomatically establish keys with “friends-of-friends.” For
example, this test enables Bob’s iPod to send an unlink-
able message that can only be deciphered by devices that
Alice has allowed to trust her friends, without having to
explicitly tell Bob about any of them.

To evaluate the utility of transitive trust establishment
mechanisms based on social networks, we plan on con-
ducting a user study to evaluate the relationship between
social networks and mobility and contact patterns.

3 MASKING SIDE-CHANNELS

To address the second class of implicit identifiers, we are
developing a system that masks side-channel character-
istics that act as implicit identifiers. This is a rule-based
system that selectively masks sensitive characteristics of
encrypted traffic at the link layer while meeting appli-
cation performance constraints. For example, the iden-
tity of streaming videos can be revealed in encrypted
traffic because packets are encoded using a variable bit-
rate [13]. Thus, a sequence of packet sizes can serve as a
fingerprint for a particular video. The sequence of packet
sizes over a time window is a side-channel.

A user may specify a rule to our system that this char-
acteristic be masked,i.e., that observable packet sizes be
uniform. There are multiple ways packet sizes could be
masked: by inserting extraneous cover traffic, by adding
padding to packets, or by reorganizing the boundaries of
packets in the packet stream. Each of these options has
differing overheads and delay penalties. Our system in-
tends to find an option that meets application specified
constraints (e.g., video playback typically has a maxi-
mum tolerable jitter).

In contrast to most previous work in traffic analysis
prevention (e.g., [7, 10, 16]), our goal is not to prevent
all information leaks or even all leaks during a time in-
terval, but rather to provide a framework to plug specific
leaks when they are discovered, filling a niche similar to
anti-virus software. This enables more efficient masking
rules since only constant rate cover traffic can mask all
information. Moreover, employing selective cover traf-
fic only on wireless links, rather than end-to-end, is ad-
vantageous because these links often have more capacity
relative to end-to-end paths and thus can tolerate some
overhead.

3.1 Masking Mechanism

We now present a high level overview of our masking
architecture and discuss challenges for its implementa-
tion. Applications or users specifyperformance con-
straints. The user or a “privacy vendor” (e.g., like an
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anti-virus signature vendor) specifiesmasking rulesto
protect against known side-channel attacks. Constraints
and masking rules may be specified in conjunction.

An optimizer takes this specification and finds a set
of outbound padding and delay settings that sufficiently
mask the desired characteristics. The specification is also
sent to the access point so that it can apply appropriate
inbound padding and delay settings. In addition to this
basic design, it is also possible to apply dynamic masking
rules (e.g.,that only turn on when certain applications are
running) and constraints (e.g.,constraints via per-packet
annotations).

The primary challenge in realizing this architecture in
practice is designing a masking rule language that is suf-
ficiently expressive to capture all possible countermea-
sures to side-channel leaks. In addition, combinations
of these countermeasures, which are necessary to mask
multiple different side-channel leaks, should not typi-
cally degenerate to constant rate cover traffic. That is,
if I have one rule that hides the movies I am streaming
and another rule that hides the webpages I am browsing,
applying the sum of those rules should not incur much
more overhead than the sum of their overheads when ap-
plied in isolation.

We believe that we can meet this challenge because
attacks on side-channels work at different time granu-
larities: some identify aggregate characteristics of traffic
samples that are tens of minutes long [13], while oth-
ers identify more precise packet patterns in samples of
less than one second [9]. Longer time scales are re-
quired when too much noise exists at shorter time scales
(e.g.,due to background traffic or application variation),
while shorter time scales are required when samples over
longer time scales are roughly independent. Under the
assumption that noise at different time scales is indepen-
dent, these rules can be employed independently.

3.2 Learning Masking Rules

So far we have proposed a general mechanism for pre-
venting known side channel attacks, but that does not
guarantee that different users are indistinguishable. In-
deed, if different users apply different masking rules,
the rules themselves may induce implicit identifiers that
distinguish them. Therefore, we are also developing a
method to learn the rules to use in different locations to
prevent location tracking. This will thwart most tracking
attacks because traffic will becomelocation dependent
rather thanuserdependent.

4 SUMMARY

Implicit identifiers pose significant privacy threats in the
wireless era. We presented mechanisms to address two
important classes of implicit identifiers exposed in wire-
less traffic: those exposed in service discovery protocols

and those exposed via side-channels in encrypted traffic.
Our current work involves two primary directions: First,
we are evaluating the utility of using social networks to
automatically establish trust between devices for private
service discovery. Second, we are developing a flexible
masking language to “patch” sensitive side-channels. We
believe our work is increasingly important as we become
more dependent on wireless devices in our daily lives.
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